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Online 
Radicalisation 

• Is the process by which 
individuals are introduced 
to ideological messages and 
belief systems that 
encourage movement from 
mainstream beliefs toward 
extreme views, primarily 
through the use of online 
media.



Islamic State in Iraq and Syria (ISIS)



ISIS on Social Media





Radicalization Detection – Background

Machine Learning ApproachesLexicon-based Approaches

Stance Label

Gonna kidnap journalists and cut their heads off

ISIS isn’t evil, it’s made up of people doing what 
they think is best for their community

The brothers from Charlie Hebdo attack did their 
part. It’s time for brothers in the UK to do their part

دولة الخالفة

ISIS

Shirk

Caliphate

Islamic State

ارهاب
Radicalization 

Lexicon



Radicalization Detection – Background (2)

Training Data

Feature Extraction
Machine Learning 

Algorithm

Classification Model

Radicalisation Stance

Machine Learning Approach

SVM, NB, MaxEntN-grams, pos-tags



Radicalization Detection – Background (3)

Lack of Semantics

• Current approaches mainly rely on 
• Features extracted from the lexical representation of words (word n-grams, 

topics, sentiment)
• Online profiles of users (e.g., Network Features)

• Limited capabilities to grasp and exploit the conceptualizations involved in 
content meanings

Inability to capture semantic relations between terms:
<Military Intervention Against against> <ISIS> in <Syria>
<ISIS> <Location> <Syria>



Semantic Graph-based Approach for Pro-ISIS Stance 
Detection



Semantic Graph-based Approach for Pro-ISIS Stance Detection 

Tweets

Conceptual.

Semantics.

Extraction

DBpedia

Semantic.Graph.

Representation

Frequent.Semantic.

Subgraph.Mining
Classifier.Training

Pipeline of detecting pro-ISIS stances using semantic sub-graph mining-based feature 

extraction 

• Extract and use the semantic interdependencies and relations between words  
to learn patterns of radicalisation. 

ISIS

Syria

Jihadist Group 

Country

(Military Intervention Against ISIL, place, Syria) 

Entities Concepts Semantic Relations



Semantic Graph-based Approach for Pro-ISIS Stance Detection (2)

Step 1. Conceptual Semantic Extraction

Training Data

Entity Extraction and 
Semantics Mapping

Syria -> Country

ISIL-> Jihadist Group 



Semantic Graph-based Approach for Pro-ISIS Stance Detection (3)

Step 2. Semantic Graph Representation 

Syria -> Country

ISIL-> Jihadist Group 

DBpedia



Semantic Graph-based Approach for Pro-ISIS Stance Detection (4)

Step 3. Frequent Patterns Mining 

• Find patterns of similar semantics among pro- and anti-ISIS users 

• Apply frequent pattern mining to the users’ semantic graphs 
• Extract the sub-graphs appearing more than 2 times

• CloseGraph Method (Yan and Han 2003)



Experimental Setup 

Dataset

• A balanced set of 1, 132 European Twitter users (Rowe and Saif., 2016)

• Annotated as pro-ISIS or anti-ISIS users
• 566 pro-ISIS users
• 566 anti-ISIS users



Experimental Setup (2)

O’Callaghan et al. 2014 

625 Users

2.4M Users

154K EU Users

104M Tweets

Sharing Incitement Material

Using Extremist Language

566 pro-ISIS users 566 anti-ISIS users



Experimental Setup (3)

Baseline Features
• Unigram Features
• Sentiment Features 
• Topic Features
• Network Features (i.e., profile information)

Feature Selection



Evaluation Results

• Baseline for comparison SVM classifiers trained from Unigrams, 
Topic, Sentiment and Network feature sets.

• 10-Folds cross validation over 30 runs

Classification performance of the five feature sets with IG feature 

selection. 



Evaluation Results
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Evaluation Results

per-Stance classification performance of the five feature sets 
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Signals of Radicalisation

Fig. 4: Word clouds of the top-50 named-entities published by pro-ISIS and anti-ISIS users, the

colour indicates the sentiment attached to the entity - with red being negative, and green being

positive.

different frequency distributions. For example, an entity like “Al l ah” is used more

frequently by pro-ISIS users (mean = 42.64) than anti-ISIS users (mean = 1.28). On

the other hand anti-ISIS users tend to use the word “ I SI S” more frequently than

pro-ISIS users, with a mean frequency of 46.88 for the former and 18.13 for the

latter. While the sentiment of “ I SI S” is negative for both groups, a manual analy-

sis of the tweets containing “ I SI S” reveals that pro-ISIS users generally refer posi-

tively to the term, although the context in which it is mention might be negative. For

example, the tweet, “ I f your goal i s ki l l i ng Abu Sayyaf t hen our

goal i s ki l l i ng Obama and t he wor shi per s of t he cr oss. #I SI S” ,

showssupport to “ I SI S” but expresses negativeness towards Americans and Christians,

and therefore, the tweet is categorised as negative. This comes inline with the work of

Magdy et al. [10] (see Section 2), which reported that “ I SI S’ , when mentioned in a

negative context, often indicates anti-ISIS stance whereas it indicates pro-ISIS stance

when it is mentioned in a positive context.

Figure 6 shows the three most discriminativesub-graphs for pro-ISIS (a) and anti-

ISIS (b) users. As we can see in this figurepro-ISIS sub-graphs are formed of concepts

and relations related to religion and ethnicity (Muhammad, Islam, Arabs), to relevant

historical events (the invasion of Badr13) and to theUnited Statesand someof its relevant

political figures, particularly Barack Obama (ex-president of the United States), and

Cyrus Amir-Mokri, (Iranian-American, ex-Assistant Secretary for Financial Institutions

at the U.S. Treasury Department, and reporter on the situation of Iran under Foreign

Affairs14). On the other hand, sub-graphs for anti-ISIS users are particularly focused

on the military interventions against ISIS, on key locations, such as Iraq and Syria, and

also on relevant United States political figures. It is worth noting that while both, Barack

Obama and Amir-Mokri, appear within the sub-graphs of pro- and anti-ISIS users, they

do it in very different semantic contexts. In the sub-graphs extracted for pro-ISIS users

13 ht t ps: / / www. br i t anni ca. com/ event / Bat t l e\ - of \ - Badr
14 ht t ps: / / www. f or ei gnaf f ai r s. com/ ar t i c l es/ i r an/ 2015- 10- 20/

wi ndf al l - i r an

Word clouds of the top-50 named-entities published by pro-ISIS and 

anti-ISIS users, the colour indicates the sentiment attached to the 

entity - with red being negative, and green being positive. 



Signals of Radicalisation (2)

Per-user distribution of the named-entities: ISIS, Allah, Assad, Syria, Iran and 

Israel for pro-ISIS and anti-ISIS users 



Signals of Radicalisation (3)



Conclusion

• We proposed a semantic-based approach for radicalisation detection on Twitter 
that
• Uses the latent semantic relations  in tweets as additional features to train 

radicalisation classifiers to;
• better capture radicalisation stances of Twitter users

• We experimented on a Twitter dataset of 1, 132 pro-ISIS and anti-ISIS users and;

• Compared the performance of a SVM classifier trained from semantic features 
against classifiers trained from Unigrams, Sentiment, Topics, and Network 
features. 

• Semantic features in radicalisation classification improves performance by 7.8% 
F1 over the average performance of all baselines. 

• We performed an exploratory analysis on the variations of semantics and 
sentiment used by pro-ISIS and anti-ISIS users in our dataset 

• pro-ISIS users tend to discuss about religion, historical events and ethnicity while anti-ISIS 
users focus more on politics, geographical locations and interventions against ISIS 
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