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Social Networks

A CentralizedSocial Networks (CSN)s
Twitter and Facebook.
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Consistent privacy and performance concerns

A Distributed Social Networks
Diaspora, SMOBtatusNetOneSocial\Web




Distributed Social Networks

A Users own their data
Own Social Space
Decentralized servers

A Better Performance

AD 2 2 3RulsSQEHuUbbuprotocol

Communication protocol used in most Distributed Social
Networks

Improves scalability
Nearinstant notifications




PubSubHubbub

A PubSubHubbul Communication protocol
A Simple, Open, wehook basegubsubprotocol
A Extension to RSS, Atom.
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Motiva@ion z Privacy

A Twitter ¢ Datais eithe
A Privatec authc
A Publicc Eve
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http:// www.msnbc.msn.corid/29796962/nstechnology_and_scienegch_and_gadgetftwitter -getsyoufired-charactersor-lesg



Why People Unfollow on Twitter

Posted on June 6, 2011 by Jdim Hamill

On Friday 3rd June, I posted the following on my twitter page
(@D rJimHarmill

What would make you want to ‘unfollow’ someone on #hwitter?
Will post results on our blog.

Over 50 people replied to the post, either on Twitter itself or on
my Linkedin page. A big thank vou to evervone who took the time to reply.

WWhile my academic colleagues would argue that 50 is hardly a representative sample of
Twitter users, the responses are very interesting nevertheless. The 20 comments listed

below are representative of all those received.

Noise, advertising, spam, rudeness, lack of reciprociry, auromated fweets, no
engagement

I've only ever unfollowed 1 person; because she kept writing self-indulgent nonsense
about herself

Also known as Wheaton’s Law !! (ps — I had to Google the meaning of this myself @ JH)

Negativity, too many entries of irrelevant and wordy content, pushing sales too hard,
superficial fuweets

Repeated #FF's — loads of them. Constantly plugging the same site//blog with no new
information

Someone with a depressing personality. Youwll be surprised how many there are



Protocol z Extension
(Overview)
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Content also includes its preferences (recipients)

A Complexity at the Hub
Store Social Graph of the Publisher
Filter appropriate Subscribers to push the content




PubSubHubbubProtocol
Extension
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Protocol In-Use

A SMOB
PrivacyAwareMicroblogdissemination

A Personalized Filtering
Twitter Stream (SPIM Workshop)




SMOB + Semantic Hub

A Open and Distributed SemantfidicrobloggingFramework
http://smob.me

A PuSHmplementation used to broadcast content
Privacy was a concern

A Our PrivacyAware protocol implementation used
http://semantichub.appspot.com
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Get subscribers
matching
Access Space

Get my privacy settings for
dbPedia:Semantic_Web

There is anicropost

Getmicropost-
Access Space

Access Spacesé#manticweb
SELECT ?user WHERE {
?userfoaf:topic_interest?topic
?topicdcterms:subjectategory:Semantic_\Web

Push Updates
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Publisherz Privacy Preferences

A Feature based preferences at Publisher
Content generated for topic Linked Data
Micropostcontaininghashtag#knoesis

A Modeled using Privacy Preference Ontology (PPO)

Fine grained restrictions

SPARQL Queries representing the subset of subscribers from the
Social Graph in the hub

Privacy Preference OntologWwVork by Owen SaccéJexandrePassant DERI




Privacy Preference Ontology (PPO)

A Publishing Data on Web as a part of Linked Open Data has
privacy iIssues.

Web Access Control ontology (WAC)

A PPO- Light weight vocabulary
On top of Web Access Control Ontology

Fine grained privacy preferences for RDF Data

Example: Share email, phone number in my FOAF profile to Users
with workplace a¥no.e.si€enter.




Privacy Preferences using PPO

Example: Restrict all the documents tagged with Semanti
web to only those users who are interested in Semantic

Web

<http:/lexample.orfprivacy/3> appo:PrivacyPreference
ppo: appliesToResource
<http:/kmlins.conifoaf/0.1/Document>;
ppo: hasConditior]
ppo: hasPropertyag:Tag
ppo: resourceAsObjectbpedia Semantic Web
I
ppo assignAccesacl :Read

ppo: hasAccessSpage
ppo:hasAccessQuety SELECT ?2user WHERE ({

?2userfoaf : topic interestlbpedia:Semantd/e b '} ©

].
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Preference Generation

Privacy settings

— Hashtag that the microposts must contain
roif

— Interest that the subscribers must have to receive the micropost
samantic web

— Relationship that the subscriber must have
Friend Of b

Senerating Privacy preferences ...

Privacy Preferences generated

http:/“mysite.orgspreferencesrdf a ppo:PrivacyPreference;
ppo:appliesToResource

http: /Srdfs.orgssiocs/ns#MicroblogPost;
ppo:hascondition [

ppo:hasProperty tag:Tag,;

ppo: resourceasobject

http: s rfdbpedia.orgsresourcesResource’_Description™s_Framework
1;
ppo:assignaccess acl:Read;
ppo:hasaccessspace [
ppo;hasAccessQuery "SELECT 7user WHERE {
Fuser foaf:topic_interest ?topic
?topic dcterms:subject category:Semantic_web 3"
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Semantic Hulx Distributed Social

Semantic Graph
A FOAF Profiles of PublisheBsibscibers

A Semantic Social Graph at the Semantic Hub
FOAF profiles linked using push vocabulary

A Distributed
Every user owns a Hub




FOAF- Exchange
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Push Vocabulary

A SIOC vocabulary
Models information from online communities
Communication protocols are not considered

A PubSubHubbulocabulary (push)
Models information of users communicating via Semantic Hub




Publisher
(foaf:Person)

sioct:MicroblogPost

sioc:container_of

sioc:has_ subscriber

foaf:holdsAccount

Y

PuSH Topic
(sioc:Container)

|

sioc:has owner

Pub-Account

(sioc:UserAccount)

push:has_hub

Semantic Hub
(foaf:Agent)

Sub-Account
(sioc:UserAccount)

!

foaf:holdsAccount

Subscriber
(foaf:Person)

push:has_callback

Subscriber Callback
(rdfs:Resource)




2y |0
Get subscribers
matching
Access Space

Get my privacy settings for
dbPedia:Semantic_Web

There is anicropost

Getmicropost-
Access Space

Access Spacesé#manticweb
SELECT ?user WHERE {
?userfoaf:topic_interest?topic
?topicdcterms:subjectategory:Semantic_\Web

Push Updates




Semantic Huly Content

Distribution

ARSS Extension

Element to include the privacy preference
privacy,accessspace

A Each updated content is received by restricted subscribers

Privacy Preference for each content fetches the matched
subscribers

Preferences are deleted before distribution




Extension




Personalized Filtering of the
Twitter Stream

Profile Generator
Automatic generation of User Profiles

Semantic Filter
Annotating Twitter Stream with concepts from Linked Open Data

Semantic Hub
Delivering tweets to appropriate Interested Users (near-tgaé)
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Get Interested
Subscribers

Notify Update

Fetch Updates




